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[bookmark: _Toc172631761]Introduction to the Incident Response Plan

[bookmark: _Toc172631762]​Purpose
This Incident Response Plan (“IRP”) has been designed for data privacy-related incidents reported at Gallatin Gateway School District #35 (the “Organization”). While each data privacy-related incident has unique aspects, this plan gives the Incident Response Team (“IRT”) overall guidelines for its responsibilities and actions.

[bookmark: _Toc172631763]​Objectives
The IRP enables the Organization to respond to most privacy-related incidents efficiently and cost-effectively:
1.  Avoids or minimizes damage to individuals whose Personally Identifiable Information (“PII”) or Protected Health Information (“PHI”) may have been compromised.
2.  Avoids or minimizes short and long-term business losses resulting from a privacy-related data breach.
	3.  Meets industry and regulatory requirements and avoids breach-related penalties.
	4.  Minimizes the risk of class-action litigation resulting from a breach.
5.  Minimizes the risk of similar breaches in the future.
 
[bookmark: _Toc172631764]IRP Requirements
[bookmark: _Toc172631765]The following requirements must be met to help ensure the effectiveness of the IRP:
· The IRP must be approved by the Board of Trustees.
· IRT members must be trained in their IRP roles and responsibilities.
· The IRP must be tested and reviewed regularly.
· The IRP must cover all foreseeable data breach incidents/types.
· The IRP must outline how to assist administration, staff, faculty, employees, students, alumni, parents, donors, and vendors in the event of a data breach.
· The IRP must also cover interactions with vendors, contractors, and strategic partners.

[bookmark: _Toc172631766]If You Think You Have an Incident DON’T:
· Don’t turn the server, computer, or smartphone off if it’s on
· Don’t turn the server, computer, or smartphone on if it’s off
· Don’t leave the device in an open area or other unsecured space
· Don’t remove or plug-in memory cards, USB thumb drives, or any other storage media
· Don’t click on files, or copy anything to or from the device

[bookmark: _Toc172631767]If You Think You Have an Incident DO:  
· Act quickly; time is of the essence
· Disconnect network cables from wired computers
· Place items that connect wirelessly (cell phone, laptop, tablet) in a shielded evidence bag
· Review user accounts for unrecognized accounts
· Consider a company-wide password reset
· File a claim under cyber insurance policy
· Call a trained digital forensic specialist if you need help

[bookmark: _Toc172631768]Responding to a Ransomware/Malware/Data Breach
· Disconnect infected machines from the network
· Don’t unplug or power off infected machines
· Evaluate the extent of the infection
· Identify ransomware variant
· Determine what access level the attacker had
· Identify connections to other resources
· Clean infected machines
· Restore from reliable backup

[bookmark: _Toc172631769]Incident Response Team and Other Contacts  
[bookmark: _Toc172631770]​Overview
The Incident Response Team (“IRT”) typically operates under the authority of the Board of Trustees of the Organization to ensure data breach preparedness is a continuing priority for the entire Organization. The IRT is responsible for all phases of response to a privacy-related incident. The IRT is comprised of both team members internal to the Organization and those contracted by the Organization.

1. There are four phases to the Incident Response Process:

a. DISCOVERY – occurs when an incident is reported.
b. INVESTIGATION – occurs when the Discovery phase establishes a likelihood that the incident is an actionable data breach.
c. RESPONSE – occurs when a data breach requires the Organization to take further action to protect the organization and affected individuals whose Personal Information (PII) and/or Protected Health Information (PHI) is at risk or has been compromised.

d. CLOSURE – occurs after the Response phase where the IRT has the opportunity to review the incident, the actions taken, the effectiveness of the IRP, and the reaction from affected individuals.

[bookmark: _Toc172631771]IRT Contact List

IRT Leader (Who’s leading the response in the event of a breach)

	IRT Leader
	Organization:  Gallatin Gateway School

	Name:  Mike Coon
	Title:  Technology Director

	Office Phone:  406-763-4415 ext. 23
	Mobile Phone:  406-451-9778

	Home Phone:
	Email:  coon@gallatingatewayschool.com



Executive Leader (Typically the Supt)

	Executive Leader
	Organization:  Gallatin Gateway School

	Name:  Kelly Henderson
	Title: Superintendent

	Office Phone:  406-763-4415 ext 13
	Mobile Phone:  928-614-1018

	Home Phone:
	Email:  super@gallatingatewayschool.com



Risk Manager

	Risk Manager
	Organization: MSGIA

	Name: Annette Satterly
	Title: Risk Management Associate

	Office Phone: 406-457-4410
	Mobile Phone: 406-439-1271

	Home Phone: 406-442-2037
	Email: asatterly@mtsba.org



Legal Counsel (MTSBA, Kaleva Law, Martin/Weldon Law)

	Legal Counsel
	Organization:

	Name:  MTSBA
	Title:

	Office Phone:
	Mobile Phone:

	Home Phone:
	Email:



IT & Security (District IT Tech Person or Contracted Services Individual)

	IT & Security
	Organization:  Gallatin Gateway School

	Name:  Mike Coon
	Title:  Technology Director

	Office Phone:  406-763-4415 ext. 23
	Mobile Phone:  406-451-9778

	Home Phone:
	Email:  coon@gallatingatewayschool.com





Public Relations (Identify the district person who is a messenger for the District)

	Public Relations
	Organization:  Gallatin Gateway School

	Name:  Kelly Henderson
	Title:  Superintendent

	Office Phone:  406-763-4415 ext 13
	Mobile Phone:  928-614-1018

	Home Phone:
	Email:  super@gallatingatewayschool.com



Human Resources (Identify individual fielding calls)

	Human Resources
	Organization:  Gallatin Gateway School

	Name: Brittney Bateman
	Title:  District Clerk

	Office Phone:  406-763-4415 ext 25
	Mobile Phone:

	Home Phone:
	Email:  district-clerk@gallatingatewayschool.com



Finance (Clerk/Business Manager)

	Finance
	Organization: Gallatin Gateway School District

	Name: Brittney Bateman
	Title: District Clerk

	Office Phone: 406-763-4415 ext 25
	Mobile Phone:

	Home Phone:
	Email: district-clerk@gallatingatewayschool.com



[bookmark: _Toc172631772]​External IRT Contact List

External Insurance & Risk

	External Insurance & Risk
	Organization: MSGIA

	Name: Matt Komac
	Title: Assistant Director

	Office Phone: 877-667-7392
	Mobile Phone: 406-439-6200

	Home Phone:
	Email: mkomac@mtsba.org



Cyber Policy Carrier

	Cyber Policy Carrier
	Organization: Beazley Group

	Name:
	Title:

	Office Phone:
	Mobile Phone:

	Fax: 546-378-4039
	Email: tmbclaims@beazley.com



External Legal Counsel

	External Legal Counsel
	Organization:

	Name:
	Title: Attorney

	Office Phone:
	Mobile Phone:



	Home Phone:
	Email:



Forensic Firm (Do Not fill in ... this is a firm Out of Missoula)

	Forensic Firm
	Organization: LMG Security

	Name:
	Title:

	Office Phone: 406-830-3165
	Mobile Phone:

	Home Phone: 855-564-8855
	Email: info@LMGsecurity.com



Public Relations / Crisis Management Firm (Do not fill in ... Beazley Assigned Vendor)

	Public Relations / Crisis Management Firm
	Organization:

	Name:
	Title:

	Office Phone:
	Mobile Phone:

	Home Phone:
	Email:



Data Breach Notification Vendor (Do not fill in ... Beazley Assigned Vendor)

	Data Breach Notification Vendor
	Organization:

	Name:
	Title:

	Office Phone:
	Mobile Phone:

	Home Phone:
	Email:



State Agency

	State Agency
	Organization: Montana Department of Justice

	Name: Attorney General Austin Knudsen
	Title: Attorney General

	Office Phone: 406-444-2026
	Mobile Phone:

	Home Phone:
	Website: https://dojmt.gov/



[bookmark: _Toc172631773]Definitions and Policies  

[bookmark: _Toc172631774]Definitions

Personally Identifiable Information (PII) – PII is confidential information and includes an individual’s first name and last name or first initial and last name in combination with any one or more of the following data elements that relate to such individual (depending on the State(s) statute(s) at issue: Social Security number; Driver's license number or state-issued identification card number; Financial account number, or credit or debit card number, with or without any required security code, access code, personal identification number or password, that would permit access to an individual’s financial account; Passport number; Medical history, mental or physical condition, or medical treatment or diagnosis by a healthcare professional or health insurance information; or Username or email address coupled with a password or security question and answer that would permit access to an online account.
Montana defines “personal information” as an individual’s first name or first initial and last name in combination with any one or more of the following data elements when either the name or the data elements are not encrypted:

A. social security number;
B. driver's license number, state identification card number, or tribal identification card number;
C. account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account;
D. medical record information as defined in 33-19-104;
E. a taxpayer identification number; or
F. an identity protection personal identification number issued by the United States Internal Revenue Service.

Protected Health Information (PHI) – PHI is confidential information and includes information that is created, received, and/or maintained by the Organization related to an individual’s health care (or payment related to health care) that directly or indirectly identifies the individual.

Data Breach (Under State Law) – the definition of a privacy-related data breach varies from state to state. The applicable state law is based on the current residency of each affected individual involved in the breach.

Montana defines breach of security as the unauthorized acquisition of computerized data that materially compromises the security, confidentiality, or integrity of personal information maintained by the person or business and causes or is reasonably believed to cause loss or injury to a Montana resident. Good faith acquisition of personal information by an employee or agent of the person or business for the person or business is not a breach of the security of the data system, provided that the personal information is not used or subject to further unauthorized disclosure.

Data Breach (Under HIPAA/HITECH Final Rule) – a “data breach” means an acquisition, access, use, or disclosure of PHI that compromises the security or privacy of PHI.

[bookmark: _Toc172631775]​Threat Levels 
RED – A data privacy incident where mission-critical systems or resources are at risk, or after a determination that confidential information, PII, or PHI was accessed, acquired, used, or disclosed.
YELLOW – A data privacy incident where mission-critical systems or resources may be at risk, if confidential information, PII, or PHI may have been accessed, acquired, used, or disclosed.
GREEN – A data privacy incident where mission-critical systems or resources are not at risk, and no confidential information, PII, or PHI has been accessed, acquired, used, or disclosed.
 ​
[bookmark: _Toc172631776]Data Breach Response Policy 
In the event of a data breach involving PII and/or PHI, the Organization shall execute the following procedures, at a minimum:

· Containment – The priority after a data privacy incident is discovered is to contain the incident and notify supervisory personnel as quickly as possible. For any category of data privacy incident, the data must be secured, and the reasonable integrity, security, and confidentiality of the data or data system must be restored.
· Classification – The IRT shall immediately take steps to determine the exact nature of the incident in terms of its extent and potential risk to persons whose data has been compromised and to the organization. External legal counsel must be copied on all correspondence to maintain privilege.
· Internal Reporting of an Incident – As soon as a privacy-related incident has been identified, the employee who discovered it must take immediate steps to report the breach to his or her supervisor. The supervisor must take immediate action to notify the IRT Leader, to determine the extent and cause of the incident, and to take such further action as is necessary to contain a data security incident or recover the missing PII and/or PHI. All incident reports and correspondence should be brought to the counsel’s attention and indicated directly on the reporting documents themselves (to preserve attorney-client privilege).
· Documentation – The IRT, together with the supervisor reporting a data privacy-related incident (where applicable), must document the incident, noting the categories of information involved, the scope of the incident, steps taken to contain the incident, and the names or categories of persons whose PII/PHI was, or may have been, acquired by an unauthorized person. All members of the IRT must take care to document all actions taken, by whom, and the exact time and date. Record all forensic tools used in the investigation. Document all written notices made, web postings, communication plans, and escalation records from the call center. This documentation is an ongoing obligation until the matter is concluded.
· Determination if Incident Constitutes a Breach – The IRT, in conjunction with counsel, will determine, based on the facts and applicable law, if the data privacy incident rises to the level of a breach. This process includes conducting a risk assessment and evaluating the risk of harm thresholds (set forth above). If so, counsel will work with the IRT to determine the extent of reporting/notification obligations. If the Incident does not rise to the level of a breach, counsel, along with the IRT, will document their analysis accordingly.
· Notification to Affected Individuals – Requirements, timing, and forms of notification are all dependent upon constantly changing state and federal breach notification laws. The IRT should consult its external legal counsel for assistance in determining applicable statutes and notification requirements.
· Time for Providing Notification. Once the IRT has determined that notification is required, the Organization shall notify affected individuals without unreasonable delay. However, notification may be delayed if law enforcement informs the Organization that disclosure of the breach would impede a criminal investigation or jeopardize national or homeland security. (Note: currently several states require that notification to affected individuals be sent within 30 or 45 days of discovery of the breach.)

· Responsibility for Providing Notification. The responsibility for providing notification shall lie with the IRT Leader. The IRT Leader may delegate this responsibility but should satisfy himself or herself that the proper notification has occurred. (Note: some states currently require that copies of notifications and all records of the incident be maintained for at least five (5) years.)

· Content of the Notification. The content of the notification is dependent upon current applicable statutes and regulations. Currently, at a minimum, notification shall be clear and conspicuous, and it shall describe the incident in general terms along with the type of information involved (PII/PHI), the Organization’s actions to mitigate harm and investigate, steps individuals can take to protect themselves, information on fraud alerts and security freezes, contact information for nationwide credit reporting agencies, and contact information to receive further assistance from the Organization. Notices should also include a reminder to remain vigilant and promptly report incidents of suspected identity theft. Contact information for the FTC may also be included (www.ftc.gov/idtheft; 1-877-IDTHEFT; Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580). Depending on the state of residence of the individual being notified, you may need to include contact information for the state Attorney General. Note, however, that some states (i.e., Massachusetts) currently do not allow specific facts relative to the privacy incident to be included in the notification letters.
· Method of Notification. Notification to affected persons must be provided as determined by the IRT and in compliance with applicable state or federal statutes unless substitute notification is permitted. Acceptable substitute notification will be determined by applicable state or federal statutes. Examples of current substitute notices include e-mail, conspicuous posting on the website, and notice to statewide media.

· Notification Requirements to Regulators – Many state and federal laws currently require notification to the state Attorneys’ General office, as well as other agencies. The time to notify may be as short as 14 days (i.e., Vermont). In addition, some states (i.e., Florida) require notice to the Attorney General after a risk assessment is completed and it is determined that the incident does not rise to the level of a breach.

[bookmark: _Toc172631777]Phase 1:  Discovery 
[bookmark: _Toc172631778]Objectives
i. Notify appropriate members of the IRT and Board of Trustees that there has been a possible incident.
ii. If possible, assign a “Threat Level” to the privacy incident: (RED, YELLOW, or GREEN).
iii. Investigate and assess to confirm or rule out the existence of a data breach, and engage forensics experts as needed.
iv. Contain the breach, if needed, and insofar as possible.
v. If credit cardholder data is involved, follow bank card Organization requirements. (Bankcard companies, specifically Visa and MasterCard, have detailed requirements for reporting security incidents and the suspected or confirmed compromise of cardholder data. Reporting is typically required within 24 hours of compromise.)
vi. Report findings to the designated IRT members and the Board of Trustees for approval to close the incident or move on to Phase 2: Investigation.
[bookmark: _Toc172631779]Conclusions for Phase 1 
If the initial discovery efforts indicate that PII/PHI has been compromised or lost, or that there may be a significant negative impact on the organization and/or the persons whose data has been compromised, the incident should move to the Investigation phase. It is not necessary to determine at this point what other specific actions are needed. The IRT need only establish that action is warranted and that further investigation and assessment are advisable. Reminder: All incident reports and correspondence should be brought to counsel’s attention and indicated directly on the reporting documents themselves (to preserve attorney-client privilege).

[bookmark: _Toc172631780]Phase 2:  Investigation 
[bookmark: _Toc172631781]Objective
During this Investigation Phase, the IRT will conduct a thorough investigation and assessment to determine what further actions need to be taken and solidify the “Threat Level” of the incident.
 ​
Forensics:  
During this phase, the IRT needs to conduct an in-depth investigation to confirm that any breach has been fully contained and to determine the steps necessary to help prevent similar incidents in the future. This investigation will be conducted by a subset of the IRT and other vendors. This team will investigate to determine:
· The exact circumstances and causes of the data breach or loss;
· Whether the data breach or loss has been stopped to the full extent possible; and
· What system, process, or personnel changes are necessary or advisable to help prevent similar incidents in the future?

Legal:  
External legal counsel and certain members of the IRT are responsible for investigating the legal ramifications and risks of a privacy-related incident and formulating a plan to mitigate the risks. Legal counsel will need to determine:
· Are there possible legal liabilities from this incident such that further evidence gathering or other action is advisable?
· Are there regulatory or contractual obligations to notify any administration, staff, faculty, employees, students, alumni, parents, donors, and vendors of this incident?
· Are there any known contractual obligations to provide credit monitoring/identity theft protection in this case? (Although not legally required, it may still be provided.)
· Are there other actions required by existing contractual obligations?
[bookmark: _Toc172631782]Law Enforcement:  
With assistance from outside legal counsel and the internal legal department, IRT must determine whether law enforcement should be involved in the incident investigation and document as appropriate.
[bookmark: _Toc172631783]Conclusions for Phase 2 
At the end of the Investigation phase, the IRT should prepare a report with its findings and recommendations. The IRT can then decide what responses the organization will implement in Phase 3.  Reminder: All incident reports and correspondence should be brought to counsel’s attention and indicated directly on the reporting documents themselves (to preserve attorney-client privilege).

[bookmark: _Toc172631784]Phase 3:  Response
[bookmark: _Toc172631785]​Objectives
During this Response Phase, the IRT will execute the recommendations outlined in the Investigation Report and complete the following:
1. Execute approved recommendations from the investigation report, including notification and credit monitoring, public relations efforts, legal and law enforcement efforts, personnel actions, and system and process changes to help prevent similar incidents in the future.
2. Resolve any issues that arise during implementation.
3. Track implementation and report status to the Board of Trustees.
4. Document responses and securely archive documentation.
5. Upon completion, report to the designated privacy/security officer and executive team and request approval to close the incident.
[bookmark: _Toc172631786] ​Notification
Investigation and assessment of notification needs are the responsibility of a subset of the IRT. This team will work in consultation with external legal counsel and the data breach notification vendor, the public relations vendor, and any regulatory agency contacts.

Notification may be required under contractual commitments, applicable laws or regulations, or to avoid harm to the organization and/or the individuals whose data was compromised. The notification assessment needs to fully investigate the extent and risks of the data loss to determine:
· Is there a potential risk to individuals affected by the breach that can be mitigated through notification?
· Is there a possible regulatory requirement to notify the individuals whose data was lost or compromised?
· Is there a possible regulatory requirement to notify the government or other agencies of a data breach?
· Are the estimated public relations impacts such that notification may be advisable to prevent damage to our school or brand?
· Would notification help to mitigate our legal liability for the data breach?
If the IRT, with advice from legal counsel, determines that notification is required or advisable, they will make recommendations outlining:
· Groups of individuals who should be notified and deadlines for notification.
· State and Federal Agencies to notify, agency contacts, required information, and deadlines for notification.
· State Attorney General to be notified.
· Timing of notification, to protect individuals and meet legal and regulatory requirements while not interfering with any law enforcement investigation.
· The Various versions of the notification letters (given state nuances).
· Any special notification needs (persons with disabilities, minors, military personnel on active duty, etc.).
· Recommended resources for assistance after notification (call center assistance, etc.).

The various versions of the notification required will vary by situation and state nuances, but standard best practices at this time include the following components:
· Website to enroll victims in credit monitoring or other identity theft protection services, educate consumers about identity theft, and provide contact information.
· Call center to address questions or concerns consumers may have regarding the incident or protection of their PII.
· Letter to notify breach victims about the incident, inform them about preventative and credit monitoring services, and direct them to public resources for monitoring their credit. (It is critical to note that no single letter can comply with every state and federal regulation at this time. External legal counsel must assist in this matter.)
[bookmark: _Toc172631787]​Credit Monitoring/Identity Theft Protection Services
Investigation and assessment of credit monitoring/identity theft protection needs are the responsibility of a subset of the IRT. This team will work in consultation with external legal counsel the data breach notification vendor and the public relations vendor.

Credit monitoring/identity theft protection may be required under contractual commitments or to avoid harm to the organization and/or the individuals whose data was compromised. The notification assessment needs to fully investigate the extent and risks of the data loss to determine:

· Is it possible that persons or organizations whose information was compromised will be damaged by this data breach or loss?
· Are the estimated possible damages to those individuals or organizations or to the Organization such that credit monitoring/identity theft protection services may be advisable?
· Will credit monitoring/identity theft protection properly protect the affected individuals given the information compromised (i.e., credit monitoring may not help affected individuals if their PHI was compromised.)
· Are there any known contractual obligations or legal or regulatory requirements to provide credit monitoring/identity theft protection in this case?
[bookmark: _Toc172631788]​Conclusions for Phase 3 
The Notification phase will conclude, for the most part, when all notification letters have been sent to affected individuals and appropriate state and federal agencies, re-delivery has occurred relative to those individuals with invalid addresses on the first attempt, and once all response letters, calls, and e-mails from affected individuals and state and federal agencies have been replied to.

[bookmark: _Toc172631789]Phase 4:  Closure
[bookmark: _Toc172631790]​Objective 
After the IRT has the opportunity to review the incident, the actions taken, the effectiveness of the IRP, and the reaction from affected individuals, it shall make all appropriate documentation and close out the incident.
[bookmark: _Toc172631791]Conclusions for Phase 4
The Closure phase will conclude, for the most part, after the Closure Report is completed, all responses to state and federal regulators have been made, and the call center is closed.

[bookmark: _Toc172631792]Applicable Montana Statutes

[bookmark: _Toc172631793]Computer Security Breach
30-14-1704. Computer security breach. (1) Any person or business that conducts business in Montana and that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the data system following discovery or notification of the breach to any resident of Montana whose unencrypted personal information was or is reasonably believed to have been acquired by an unauthorized person. The disclosure must be made without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subsection (3), or consistent with any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.
(2) Any person or business that maintains computerized data that includes personal information that the person or business does not own shall notify the owner or licensee of the information of any breach of the security of the data system immediately following discovery if the personal information was or is reasonably believed to have been acquired by an unauthorized person.
(3) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation and requests a delay in notification. The notification required by this section must be made after the law enforcement agency determines that it will not compromise the investigation.
(4) For purposes of this section, the following definitions apply:
(a) "Breach of the security of the data system" means unauthorized acquisition of computerized data that materially compromises the security, confidentiality, or integrity of personal information maintained by the person or business and causes or is reasonably believed to cause loss or injury to a Montana resident. Good faith acquisition of personal information by an employee or agent of the person or business for the person or business is not a breach of the security of the data system, provided that the personal information is not used or subject to further unauthorized disclosure.
(b) (i) "Personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:
· social security number;
· driver's license number, state identification card number, or tribal identification card number;
· account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account;
· medical record information as defined in 33-19-104;
· a taxpayer identification number; or
· an identity protection personal identification number issued by the United States Internal Revenue Service.
(ii) Personal information does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.
(5) (a) For purposes of this section, notice may be provided by one of the following methods:
(i) written notice;
(ii) electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures outlined in 15 U.S.C. 7001;
(iii) telephonic notice; or
(iv) substitute notice, if the person or business demonstrates that:
(A) the cost of providing notice would exceed $250,000;
(B) the affected class of subject persons to be notified exceeds 500,000; or
(C) the person or business does not have sufficient contact information.
(b) Substitute notice must consist of the following:
(i) an electronic mail notice when the person or business has an electronic mail address for the subject persons; and
(ii) conspicuous posting of the notice on the website page of the person or business if the person or business maintains one; or
(iii) notification to applicable local or statewide media.
(6) Notwithstanding subsection (5), a person or business that maintains its notification procedures as part of an information security policy for the treatment of personal information and that does not unreasonably delay notice is considered to comply with the notification requirements of this section if the person or business notifies subject persons following its policies in the event of a breach of security of the data system.
(7) If a business discloses a security breach to any individual under this section and gives notice to the individual that suggests, indicates, or implies to the individual that the individual may obtain a copy of the file on the individual from a consumer credit reporting agency, the business shall coordinate with the consumer reporting agency as to the timing, content, and distribution of the notice to the individual. The coordination may not unreasonably delay the notice to the affected individuals.
(8) Any person or business that is required to issue a notification under this section shall simultaneously submit an electronic copy of the notification and a statement providing the date and method of distribution of the notification to the attorney general's consumer protection office, excluding any information that personally identifies any individual who is entitled to receive a notification. If a notification is made to more than one individual, a single copy of the notification must be submitted that indicates the number of individuals in the state who received the notification.

[bookmark: _Toc172631794]Definitions
33-19-104.	Definitions. As used in this chapter, the following definitions apply:
(19) "Medical record information" means personal information that:
(a) relates to an individual's physical or mental condition, medical history, medical claims history, or medical treatment; and
(b) is obtained from a medical professional or medical care institution, from the individual, or the individual's spouse, parent, or legal guardian.
(20) "Personal information" means any individually identifiable information gathered in connection with an insurance transaction from which judgments can be made about an individual's character, habits, avocations,  finances,  occupation,  general reputation,  credit,  health,  or any other personal
characteristics. Personal information includes an individual's name address and medical record information but does not include privileged information.

[bookmark: _Toc172631795]Protection of Personal Information
2-6-1502. Protection of personal information -- compliance -- extensions.
(1) Each state agency that maintains the personal information of an individual shall develop procedures to protect the personal information while enabling the state agency to use the personal information as necessary for the performance of its duties under federal or state law.

(2) The procedures must include measures to:
(a) eliminate the unnecessary use of personal information;
(b) identify the person or state agency authorized to have access to personal information;
(c) restrict access to personal information by unauthorized persons or state agencies;
(d) identify circumstances in which redaction of personal information is appropriate;
(e) dispose of documents that contain personal information in a manner consistent with other record retention requirements applicable to the state agency;
(f) eliminate the unnecessary storage of personal information on portable devices; and
(g) protect data containing personal information if that data is on a portable device.

(3) Except as provided in subsection (4), each state agency that is created after October 1, 2015, shall complete the requirements of this section within 1 year of its creation.

(4) The chief information officer provided for in 2-17-511 may grant an extension to any state agency subject to the provisions of the Montana Information Technology Act provided for in Title 2, chapter 17, part 5. The chief information officer shall inform the information technology board, the office of budget and program planning, and the legislative finance committee of all extensions that are granted and of the rationale for granting the extensions. The chief information officer shall maintain written documentation that identifies the terms and conditions of each extension and the rationale for the extension.
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