
 

6163.4-E: Student Use Of Technology​ ​ ​  ​ ​ ​  Status: ADOPTED 
 

EXHIBIT 6163.4E 
 

Student Internet Safety Policy and Acceptable Use Agreement for Technology 
 

 
Purpose and Scope 
 
The Las Lomitas Elementary School District authorizes students to use district-owned or 
district-provided technology for instructional purposes. Use of district technology is a 
privilege, not a right, and may be suspended or revoked at any time, without notice, for 
violations of Board policy, administrative regulation, or this Acceptable Use Agreement. 
 
The district expects students to use technology responsibly and may impose reasonable 
restrictions on accessible sites, materials, and information. 
 
District technology includes, but is not limited to, computers; networks (including servers and 
Wi‑Fi); internet access; email; storage devices; tablets; smartphones; smart and wearable 
devices; telephones and cellular phones; wireless communication devices; videoconferencing 
platforms; and future technologies, whether accessed on or off campus and whether using 
district-owned or personally owned devices. 
 
No Expectation of Privacy 
 
Because district technology is provided for educational purposes, the district may monitor 
and review its use as permitted by law. Students should not expect that use of district 
technology will be private. 
 
Passwords used to access district technology are provided for student use and must be kept 
confidential. Students may not share passwords with other students. Parents/guardians may 
request access credentials or account information consistent with student safety, 
supervision, and applicable law. 
 
Recording Prohibited 
 
Students may not use electronic listening or recording devices in a classroom or 
school-related activity without prior consent of the teacher, and when required by law, the 
principal, consistent with Education Code section 51512. This prohibition does not apply 



 

where recording is expressly authorized for an educational purpose or required by a student’s 
IEP, Section 504 plan, or other legal requirement. 
 
Personally Owned Devices 
 
When a personally owned device is used to access district networks or systems, the student 
must comply with all applicable Board policies and this Agreement. Communications 
transmitted through district systems may be subject to access, monitoring, or disclosure as 
permitted by law. 
 
Reporting Misuse 
 
Students must immediately report security concerns (including compromised logins or 
accounts) or misuse of district technology to a teacher or other district staff member. 
 
Videoconferencing 
 
Videoconferencing tools are provided to support instruction, communication, and 
professional learning. All Acceptable Use requirements apply to videoconferencing, whether 
used at school or at home. 
 
Prohibited Conduct 
 
The following are strictly prohibited and may result in loss of access, disciplinary action, 
and/or legal consequences: 

 
1.​ Vandalism: Reckless or malicious acts that damage, disrupt, or degrade systems, data, 

or equipment, including creation or distribution of viruses, malware, spyware, 
keyloggers, or similar tools. 
 

2.​ Unauthorized Access: Hacking; attempting to bypass security; accessing, altering, or 
using another person’s account, files, or passwords without permission; or 
circumventing content filters, monitoring, or logging systems. 
 

3.​ Harassment and Cyberbullying: Using technology to bully, harass, threaten, or harm 
others. 
 

4.​ Plagiarism and Academic Dishonesty: Presenting others’ work as one’s own, failing to 
cite sources, or engaging in unauthorized collaboration using technology. 
 



 

5.​ Piracy: Unauthorized duplication, downloading, or distribution of copyrighted materials, 
including music, movies, or software. 

 
Artificial Intelligence and Academic Integrity 
 
Students shall comply with all Board policies related to academic honesty and the 
appropriate use of emerging technologies, including artificial intelligence (see Board Policy 
0441 - Artificial Intelligence and Board Policy 5131.9 - Academic Honesty). Misuse of 
technology in violation of these policies may result in disciplinary action and loss of 
technology privileges. 
 
Student Internet Safety and Acceptable Use 
 
To comply with the Children’s Internet Protection Act (CIPA), students must have a completed 
Student Internet Safety and Acceptable Use Agreement. 
 
The district provides instruction and resources on digital citizenship and cyber safety. 
Parents/guardians are encouraged to review expectations with their student. 
 
Student Expectations: 

 
1.​ Technology access is a privilege for educational purposes only. 

 
2.​ Students are responsible for their online behavior. 

 
3.​ Students will use technology only for curriculum-related or teacher-directed activities. 

 
4.​ Students will not damage equipment, waste resources, or use technology to harm 

others. 
 

5.​ Real-time chatting, social media, blogging, or external email use is permitted only 
when teacher-directed and supervised. 
 

6.​ Students must protect personal information and never share addresses, phone 
numbers, financial information, or account credentials. 

 
District Rights and Internet Filtering 
 
The district may access, review, modify, or delete student files and accounts as needed for 
security, maintenance, or legitimate educational purposes. 



 

 
In accordance with CIPA and the Children’s Online Privacy Protection Act, the district uses 
internet filtering and monitoring systems. These systems are not foolproof. The district is not 
responsible for content accessed through non-district networks or devices.  
 
Parents/guardians are responsible for supervising student technology use outside the district 
network. 
 
Liability and Consequences 
 
Violations of this Agreement may result in loss of access, disciplinary action, suspension, 
and/or legal consequences. 
 
To the extent permitted by law, the district is not responsible for loss or damage arising from 
student use of district technology. 
 
Parent/Guardian Consent 
 
As part of annual registration, parents/guardians must review this information with their 
student and indicate acceptance or non-acceptance of this Agreement. Electronic signatures 
are legally binding under the Federal ESIGN Act. 
 

●​ Acceptance: The student may use district technology subject to this Agreement. 
 

●​ Non‑Acceptance: The student will not be permitted to use district technology 
resources. 
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